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We all use the internet, on a daily, weekly, or monthly basis. It has become the main focus of our lives. When you use the internet, you 
communicate with other computers through packets of information. These packets, when sent in large enough quantities, can overwhelm 
computers. It’s as if hundreds of people all came up to you and tried to ask you questions. You wouldn’t even be able to hear what they 
are saying, let alone be able to talk without being interrupted. A similar process happens with computers. Denial of Service (DoS) at-
tacks work by sending large amounts of useless information to a computer. Due to internet access being so crucial, I decided to try and 
figure out how I can prevent, or mitigate the effects of, Denial of Service attacks. These attacks render computers unable to operate. The 
solution found was to mask the IP address of one’s computer. The IP address acts as a home that receives mail. If the sender can’t see the 
home address, they can’t send any mail. Thus, Denial of Service attacks can be prevented by masking the victim computer’s IP address, 
preventing the attacker from reaching the victim’s computer.

INTRODUCTION
The Internet. Something which many people are familiar with, and 
use regularly. Many businesses rely heavily upon it, in order to 
acquire more business, or to communicate with customers. Schools 
and universities rely upon it, to contact students and to facilitate 
the submission of assignments. What if an individual or a compa-
ny’s access to the internet was restricted? They would lose access 
to contact others, and possibly may be unable to communicate in 
times of vital importance. Enter, Denial of Service (DoS) attacks. 
As the name suggests, these cyber attacks work to prevent a com-
puter from accessing the internet, by overwhelming it with informa-
tion. Computers communicate with each other via “packets.” These 
packets hold information, which will then be passed onto another 
computer (WIAP?, 2000). However, one can fill these packets with 
an excess of information, and when sent in large quantities, these 
packets can overwhelm weaker computers. This restricts internet 
access, as the afflicted computer will attempt to process all this in-
formation at once. Thus, DoS attacks pose a great risk for Internet 
users, particularly those who need the internet to work, and to go 
about their daily lives. The purpose of my research is to eliminate 
or restrict the potential of these attacks, and to create a safer en-
vironment for internet users across the world, by enabling them 
to take action against DoS attacks. By eliminating these attacks, a 
certain level of security is provided for all internet users.
RUNNING A DENIAL OF SERVICE ATTACK
In an attempt to learn more about how these attacks work, I at-
tempted to perform an attack on my own computer. This would 
allow me to look at its impact on my computer. I first attempted 
to use a software called “Nemesy.” Nemesy is a piece of software 

used to send large quantities of packets for a DoS attack. Howev-
er, I was unable to utilize it, as Nemesy is exclusive to Windows 
XP, Windows NT, and Windows 2000. I am incapable of access-
ing any of these Operating Systems, as they are incredibly outdat-
ed, and are very difficult to run on newer computers (nemesy13.
zip ≈ Packet Storm, n.d.).
 The second attempt I made involved the website Low 
Orbit Ion Cannon. LOIC was used by the hacking group Anony-
mous to run a Distributed Denial of Service attack, in retaliation 
to the takedown of popular website MegaUpload (“Anonymous” 
DDoS Activity | CISA, n.d.). However, I did not use it in the end, 
as the program is more focused on running a Distributed Denial 
of Service attack, involving multiple computers (which I do not 
own).  However, as I was able to examine the settings and intri-
cacies of LOIC, I could from there ascertain how a DoS attack 
would be run and what impacts it may cause. For instance, whilst 
using LOIC, it provided the user the ability to run Denial of Ser-
vice attacks against both IP addresses, as well as website URLs. 
This allowed me to learn that DoS attacks can also be run against 
websites.
CREATING A SOLUTION TO DENIAL OF SERVICE 
ATTACKS
Finding a solution to this problem requires one to gain an un-
derstanding of how exactly this information is relayed. As stated 
earlier, information is carried across through packets. One may 
be inclined to wonder why there is no limitation to the amount of 
information that can be sent in these messages. The internet relies 
on protocols for sending this information. One method of running 
Denial of Service attacks abuse the UDP, or User Datagram Pro-
tocol. This protocol is typically used for transferring information 
in times where one needs vast amounts of information quickly. 
For instance, when using Voice over IP (VoIP) services to call 
over the Internet, it would be ideal to have instantaneous com-
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munication, sacrificing small amounts of quality. This is accom-
plished by limiting the number of checks data has to go through 
(Hoffman, 2017). This can very easily be abused for Denial of 
Service attacks. Data can be sent with few checks, meaning that 
large quantities of it can be sent to attack a computer quickly and 
in large amounts (DoS (Denial of Service) Attack Tutorial: Ping 
of Death, DDOS, n.d.)
 These attacks are directed towards the computer’s IP, 
or Internet Protocol, address. Every computer has one. They are 
akin to your home address. A home address is needed to send 
or receive letters. However, one could instead request all letters 
sent to and from a proxy address, away from your own one. This 
would allow you to mask your true address behind that which the 
letters are being sent and received from. You need only to pick up 
any letters from the proxy.
 A similar concept can be applied in the realm of comput-
ing. A computer may send packets whilst rerouting them through 
another computer. This would mask the original sender’s identity, 
as the computer on the receiving end of the packets would simply 
view the IP address of the computer the packets were rerouted 
through, i.e the proxy. One would be inclined to believe that this 
solution would be impossible, due to the fact that the message 
going back to your computer would not make it, as the final des-
tination is unknown to the receiving computer. This is false. A 
computer beginning a communication with another computer 
would have the proxy to facilitate communication. In short, this 
means that one can maintain anonymity online by hiding one’s IP 
address through a proxy.
 This raises the question: how do you access a proxy IP 
address? There are two solutions. While I did not create these 
solutions, I am repurposing them for the prevention of Denial 
of Service attacks. These two are The Onion Router, and Virtual 
Private Networks.
 Firstly, what is The Onion Router? The Onion Router, 
or TOR, was originally invented by the US government. It en-
crypts what you send online, by sending it through several dif-
ferent computers, before getting to its final destination. In a very 
simplified way, TOR sends your packets through multiple proxy 
computers. These act as layers of anonymity, like the layers of 
an onion (hence the name). Whilst utilizing TOR, your location 
will appear as the last computer in the chain, prior to reaching 
its final destination, the computer you are trying to reach. These 
computers are other computers, typically volunteers. The speed 
of using TOR is incredibly slow, in comparison to normal, day-
to-day browsing. This is to be expected, as TOR is a free service 
(Wherry, 2020).
 On the other hand, a VPN, or Virtual Private Network, 
may offer more features a typical computer user is looking for. A 
VPN is a service that does much the same as TOR. It sends your 
packets through the VPN’s own server/computer, and then onto 

your final destination. (Norton, 2015). This allows it to be much 
faster than TOR, as these VPN servers are specifically designated 
for this purpose. However, it is quite costly to run these VPN ser-
vices, and so most VPN providers require a user to pay before they 
may use the product. For an average user who wishes for anonymity, 
be it for the prevention of Denial of Service attacks, or for anoth-
er reason, a VPN is often the best solution. They typically provide 
much faster service then TOR, though they may be less secure as 
there are fewer proxies in the chain to your final destination.
NEXT STEPS
This paper largely focuses on Denial of Service attacks, in which 
one computer is used to target another computer. However, in the 
modern world, many individuals are capable of running these at-
tacks from multiple computers, effectively multiplying the power of 
these attacks, scaling drastically to the extent where major compa-
nies’ websites can be affected. In the future, working on a solution 
for large corporations would be a step in the right direction. While 
there are some solutions, most are not cost effective. Moreover, the 
current solution proposed by me would not suffice, as a large cor-
poration requires their website (containing their IP address) to be 
visible to all. Thus, another solution is needed in order to prevent 
Denial of Service attacks for large websites.

Figure 1

Figure 2
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CONCLUSION
DoS attacks are a very major issue for the way in which the internet 
works. As we become more reliant upon the internet for our day-
to-day tasks, we need to remain prepared for attacks such as these. 
The solution proposed here, namely, is The Onion Router and/or 
Virtual Private Networks. In conclusion, Denial of Service attacks 
can be prevented by masking your IP address, through technology 
originally meant for privacy, TOR or a VPN. While the internet can 
be easily misused, staying safe allows you to use it without any fear 
of Denial of Service attacks plaguing you. 
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